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ABSTRACT
Whole-exome sequencing (WES) in biobank initiatives has emerged as a transformative tool for advancing
genomic research and precision medicine. By capturing all protein-coding regions of the human genome, WES
enables the identification of genetic variants that inform disease mechanisms, risk prediction, and therapeutic
strategies. However, the integration of WES into biobanking raises profound ethical, legal, and social implications
(ELSI), particularly in relation to informed consent, data governance, privacy, incidental findings, equity, and
public trust. This paper provides a comprehensive analysis of ELSI in WES biobanks, examining technical
considerations, consent validity over time, governance structures, data security, and dynamic consent models.
Comparative case studies highlight challenges in legal compliance, data sharing, and stakeholder engagement,
emphasizing the importance of transparency, community involvement, and adaptive governance frameworks.
Future directions include federated and privacy-preserving data-sharing architectures, harmonized standards, and
innovative consent mechanisms that balance scientific advancement with societal responsibility. Ultimately,
effective governance, ethical stewardship, and inclusive public engagement are essential for sustaining biobank
initiatives, mitigating health disparities, and fostering public trust in genomic research.
Keywords: Whole-Exome Sequencing (WES), Biobanks, Ethical, Legal, and Social Implications (ELSI), Informed
Consent and Data Governance.

INTRODUCTION
Whole-exome sequencing (WES) and biobanks establish new paradigms for health research worldwide. WES
refers to sequencing all coding DNA (exons) in a genome, yielding data that may disclose health-related
information [17. An initiator collects, curates, stores, and shares biological samples for the benefit of science and
society; participant health may be safeguarded by sharing anonymized data [27]. Ethics encompasses the
evaluation of good and bad (value conflict) and acceptable and prohibited (norm conflict) conduct. A dilemma
exists when equally compelling considerations permit divergent choices [87]. Whole-exome sequencing and
biobanks raise fundamental ethical, legal, and social issues focused on data protection, privacy, consent procedures,
and trust in public institutions and governance arrangements [4, 5]. Addressing these issues is vital to
maintaining societal trust, ensuring wider participation across diverse communities, and avoiding reactive harm
that could undermine these important research initiatives.
Conceptual Framework and Scope

The ethical, legal, and social implications (ELSI) of whole-exome sequencing (WES) in biobanking initiatives have
gained considerable attention in the past several years [17]. Anselm et al. describe how biomedical research is
increasingly shifting from initial investments in biobanks, large-scale repositories of biological samples and related
information, such as historical medical data, to downstream WES on samples collected years earlier. However,
many biobanks lack the capacity to tackle the ELSI associated with this technology adequately, leading to calls for
targeted analyses that can inform practical governance as well as transparent public communication [37]. In
response, the following sections investigate the ELSI relating to the whole-exome sequencing (WES) biobanking
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paradigm through the lenses of technical, ethical, legal, and social dimensions, respectively[67]. The analysis of
ELSI related to WES biobanking initiatives employs a conceptual framework that encompasses different
dimensions, conceptual clarifications, and definitions; bioethical, legal, and sociological lenses; delimitation of
topical scope; and a clear account of relevant assumptions [7]. Whole-exome sequencing (WES) biobanks in a
universalistic, one-size-fits-all approach to human participant biobank projects. Governance models with
standardized templates are at odds with local particularities of biobank projects; sufficient normative guidance
towards an increased understanding of ELSI dimensions is much more needed [87. In view of the broad scope of
the study, which covers extensive and complex ELSI topics across multiple disciplines, recommendations drawn
from the analysis of various WES biobanking initiatives are directed towards the shaping of WES biobank projects
[11]. Governance of WES and equivalent biobanks presents a multiplicity of legal, ethical, and social challenges.
Governance frameworks are much too important to either discourage biobanking broadly or to impose undue
restrictions [127]. Large numbers of countries and regions lack any relevant guidelines, founded documents, or
councils. The distinction between “governance” and “governing” recognizes the relevance of more pliant
vocabulary in the biology and research domain, allowing for movement beyond legally binding frameworks that
elude science consultants [137.
Methods in Whole-Exome Sequencing for Biobanks

Whole-exome sequencing (WES) encompasses the acquisition and analysis of approximately 1.5% of the human
genome, targeting the collection of all protein-coding sequences [147]. The genomic analysis resulting from WES
allows the identification of more than 90% of the sequence variants, including single-nucleotide variants, small
insertions and deletions, copy number variations, and structural variations[27]. Whole-exome sequencing demands
biobanks that collect, store, and share DNA samples from large cohorts of healthy and diseased individuals.
Genomic data provides deeper insights into the relevance of genetic and biological mechanisms that would
otherwise be overlooked. Analysis of sequencing data collected through WES allows interpretation of hundreds of
thousands of variants across many samples [37]. The enormous amounts of sensitive genomic data contained in
individual DNA samples impose a more stringent set of regulatory requirements for protecting the privacy of
study participants as compared to other traditional data types [5]. Whole-exome sequencing raises many
technical, ethical, regulatory, and socio-economic issues in a biobank context, namely during the onset of the data
collection phase, when the governance model is often insufficiently developed to anticipate the plethora of future
challenges associated with large-scale biobanking initiatives for the sharing of sensitive genomic information and
knowledge [1, 47].

Technical Considerations and Data Management
Over the past decade, biobanks have continued to gain momentum as repositories of human biological specimens,
other biospecimens, and biological information that serve to advance an array of research initiatives and
biomedical development efforts [157]. Such collections are growing in number and diversity, both globally and
regionally, as they continue to be recognised as pivotal support structures for biomedical research in the post-
genomic era [17]. Genomic research itself has also continued to evolve, which has led to the emergence of a
growing biorepository ecosystem that further challenges the technical and ethical governance associated with
research biobanking, biobanks, biorepositories, and data. Whole-exome sequencing (WES) coupled with
biobanking activities has emerged within this rapid evolution of digital biospecimen management as a mainstream
offering of biobank organisations and their associated peers [1387. Systemic and continuous exome analysis for
biobanks remains uncommon internationally. The biobacterial genome gene analysis of transformed starch excess
mutant 19579 was compared with the parent strain 19-S-1 of Agrobacterium tumefaciens using whole-genome
resequencing on the Illumina technique [127]. Data governance, control, stewardship, sharing & brokering, and
ownership are also paramount in the new era of exome biobanking [107]. Methods employed to undertake whole-
exome biobanking, including the sequencing platform, sequencing data format, file format, and storage options,
have continued to evolve. Paired-end 150-base-pair (bp) reads derived from the [llumina NovaSeqTM6000 system
are still popular for bacteriophage genome data generation. For forward-looking, proper data governance
strategies and protocols optimise control over biobanking data and activities [17].

Informed Consent in the Context of Exome Data
Of essential relevance to biobank initiatives, whole-exome sequencing (WES) captures the protein-coding
sequences of DNA [37. WES produces exome data for genomic studies of complex non-communicable diseases.
Biobanks facilitate the analysis of suitably large datasets [127]. Data governance emerges as a critical precondition
for biobanks’ effective operation, encompassing oversight arrangements for security, privacy, consent, and
intellectual property (IP) [17. By enabling the extraction of knowledge from biological samples, biobanks
contribute to the understanding of diseases [137]. Ethical challenges perplex evolving datasets because participant
consent encompasses known issues and future uncertainties. These multifaceted challenges are interrelated, e.g.,
research objectives adapting over time affect the validity of broad consent [157]. For exome data, stakeholders
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engage with particular issues within these five topics. Dynamic or static models, opportunities for re-consent,
scope of data usage, rights to withdraw, and risks of participant re-identification emerge as key considerations [57].
Governance Structures and Oversight
A biobank should have a governance framework to oversee the collection and use of biospecimens and associated
data [17. Such governance involves creating structures to define oversight bodies, delineating the responsibilities
of those bodies, and establishing mechanisms to ensure accountability. For a biobank to be governed effectively, its
governance structures and framework should be described and articulated early in its inception, and the
corresponding oversight should begin prior to the collection of any biospecimens [27]. Biobanks can be governed
by a range of oversight bodies and mechanisms that may include institutional review boards, biobank governance
or executive boards, and institutional policy [57]. Regardless of how a biobank’s governance framework is
articulated, it should be clear and documented. Transparent governance frameworks and structures are key aspects
of accountability and facilitate trust-building both among researchers and with biobank communities. Further,
governance should align with societal aspirations and articulated values of biobank participants, the public, and
other stakeholders [1, 87.
Ethical Dimensions
Whole-exome sequencing raises ethical, legal, and social implications in biobanking initiatives. Biobanks are
collections of bodily samples and shared health data [27]. Whole-exome sequencing selectively targets protein-
coding regions of the genome. Law, bioethics, and sociology provide formal frames to address consent,
governance, and trust involving biobanking initiatives [47]. Ethical dimensions cover privacy breaches, return of
results, incidental findings, equity and justice, and community engagement [ 7. The absence of resource allocation
impact makes biobanks exceptionally delicate. If whole-exome sequencing advances cancer genomics, the
application is acceptable; otherwise, equitable access to health resources across the population needs to be
guaranteed [17. Emerging whole-exome initiatives ignite a frenzy of experimental enthusiasm across multiple
scientific domains. Facilitating research but complicating ethical, legal, and social concerns. Recommends capably
dealing with each emerging issue, protecting public interest through flexible engagement [87. Any positive or
neutral interest could hastily invalidate the solution. Ethical scrutiny targets governance sharing, participants'
trust, and consent continuity. Emerging topics in high-throughput sequencing fall into dimensions. Broadens
scope to interest an array of organisations across foundation, startup, and academia [37].
Privacy and Confidentiality
Biobanks increased the collection of large datasets, while the ability to re-identify individuals from genomic data is
steadily increasing [7]. Whole-exome sequencing (WES) provides the potential to capture much information from
a smaller data set than whole genome sequencing (WGS), but given the extra informative value of the additional
data in WGS sequencing, certain biobanks have opted to enable WGS even on DNA samples previously WES.
Privacy and confidentiality are central principles of biobanking [87. Despite anonymization efforts, privacy
concerns remain, since genome-based data release can still lead to re-identification of individuals [17]. Biobanking
engages commercial interests on a large scale, which complicates the protection of biological samples, access to
data, and concerns for data protection [87]. Consequently, the wide dissemination of biobanks can lead to the
commodification of human remains, contradictory to the objectives of equity and social justice. Sharing data
generated with public funding on non-commercial bases furthers redistribution of this wealth. Commercial
stakeholders still engage heavily in genome data generation and analysis, occupational safety, and industry and
environment monitoring [4]. Protection of participant data continues to be necessary, in part since
commodification takes place on an individual basis. Moreover, clarity about the use of data in accordance with the
consent process aids in sustaining the confidence of ongoing and new participants [5].
Return of Results and Incidental Findings
Whole-exome and whole-genome sequencing enable large-scale genetic data collection, gaining widespread
support from international initiatives, both public and private [67]. Sequencing often generates information beyond
the primary research purposes, termed incidental findings, which can raise ethical, legal, and social implications.
Exome biobanks enable diverse research that can bolster healthcare quality; however, whether incidental results
warrant return to participants remains controversial [187]. Broadly, incidental findings from exome sequencing
fall into three categories: no known relationship to the primary research question or participant health; medically
actionable findings that remain relevant over time; and uncertain significance results with further investigation
required to clarify clinical importance and expected actionability[97]. Commercial genomic testing laboratories
distinguish incidental findings further into medically actionable and non-actionable categories, along with
classification based on analytic and clinical validity [147]. Researchers hold various positions on the ethical and
legal duty to return incidental findings, with the American College of Medical Genetics and Genomics advocating
for voluntary group disclosure for findings with clinical validity and utility across a wide range of conditions.
Obligations to communicate group findings are expected to diminish where evidence for validity and utility
remains limited [47]. Literature reviews indicate international consensus on the need for researchers to clarify their
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approach to incidental findings and provide explicit policies to enable biobank situational analyses. Considerable
ambivalence remains regarding which, if any, incidental findings constitute sufficient clinical validity or utility
establishing a reasonable obligation to disclose [187. Despite ongoing uncertainty, elements such as anticipated
roles in public health remain central to public acceptance of institutional biobanks and international support for
exome data collection [67]. Studies indicate exome and whole-genome sequencing are likely to produce incidental
findings for most research participants. Biobanks therefore require a clear position on the management of
incidental findings in communications with potential contributors, to avoid misleading expectations [17].
Equity, Justice, and Benefit Sharing

Local biobanks and biobank networks facilitate access to diverse genetic and health data, thereby improving
representation in genomic studies [67]. Unequal access to sequencing technologies and associated data limits the
potential for scientific and societal benefits, especially when comparing privileged populations with limited
resources. Biobanks are encouraged to demonstrate fair return of benefits through affordable access to the data
catalogue [37]. Biobanks receiving large-scale funding have an implied responsibility to ensure affordability; if they
fail, additional funding may be required to reduce inequities in access and health research between privileged and
non-privileged populations [17.

Community Engagement and Trust
Community engagement and trust, which are vital in biobanking, are enhanced by diverse engagement
mechanisms with clear goals [167]. Examples include focus groups, public consultations, advisory groups, citizen
juries, open forums, virtual engagements, and independent surveys [15]. Trust-building practices focus on
transparency regarding research, materials, findings, and possible risks; respecting the community’s perspective
through sharing preprints and addressing public worries about biobanking; and safeguarding participants’ privacy
by monitoring support and fulfilling promises [67]. Research also supports reciprocal relationships through
community benefit agreements and ongoing engagement. Effective engagement fosters public confidence and
ethical stewardship of genomic resources [137]. Previous research has investigated community engagement in
health biobanks, universal biobanks, and human disease variant databases. Numerous studies highlight public
support for using residual blood samples and emphasize the importance of community involvement in biobank
governance and policy-making 8. Building trust requires transparency, respecting participants’ perspectives, and
addressing ethical concerns [147]. Engaging communities through diverse deliberative methods and public
consultations fosters trust and reinforces scientific integrity.

Legal Landscape

With the increasing use of biobanks for genomic research, whole-exome sequencing (WES) has begun to see wider
application [107]. The legal landscape surrounding biobanking is complex and must be delineated to highlight
areas requiring particular attention, such as the formulation of WES-specific data access, sharing, and governance
guidelines [117. Concerning the protection and sharing of biobank data, the European Union’s General Data
Protection Regulation (GDPR) and similar regulations require the collection of individual consent for highly
sensitive and identifiable data, provide strong restrictions for cross-border data transfers, and generally prohibit
nonremunerated data transfers to commercial entities [97]. Where ownership of the data remains with the
participant and licensing agreements establish a high-usage threshold for access, simplicity and practicality are
achieved by formulating contracts with the biobank rather than with individual researchers [17].

Data Protection and Sharing Regulations
In recognition of the opportunities and risks posed by exome-sequencing efforts, legislation has been implemented
in several jurisdictions to regulate the processing and sharing of personal data [17]. The European Union, the
Federal Trade Commission, and Canada have introduced legislative reforms that impose restrictions on the
acquisition, use, and dissemination of personal data, alongside accompanying documentation requirements [5].
These reforms are closely analogous to the General Data Protection Regulation (GDPR). Similar restrictions have
been envisaged in jurisdictions lacking legislation on data protection [97]. Whole-exome-sequencing studies
generate personal data originating from individuals and are thereby subject to legislative oversight; these studies
are also likely subject to provisions on the processing of sensitive personal data. Differences among jurisdictions
and among relevant legal documents alongside mutual interdependencies between data-protection legislation,
rules on intellectual property (IP), and institutional data-access frameworks create a complex and evolving
regulatory landscape to which biobanks must navigate['37].

Intellectual Property and Data Access
Ownership of materials resulting from biobank initiatives is clearly of interest to participants, and guidance from
Wright et al. considers the situation for samples and genomic data [15]. Beyond ownership, however, the
relationship between users and facilities may be quantified through intellectual property on the materials that
either side contributes to knowledge and innovation [17]. Universities and other public institutions are thus under
pressure to support open access, and the systems of code checks, licenses, and data use agreements commonly
established to govern these exchanges affect the degree of openness possible[ 147]. One extreme involves only
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commercial users. In biomedical frameworks, these typically deploy further algorithms, apply data to diagnostic
markets, custom-manufacture proteins, or select candidate drugs for synthesis. On the one hand, control then
becomes unidirectional, and on the other, the service pursues avenues it judges economically viable but perhaps
more readily available elsewhere [167]. Realisation of substantial benefits from the relationship may thus remain
unattainable without additional concession [17]. Open-access principles nevertheless retain much wider
applicability within the biobank context. Scenarios often identified currently include a user constructing a genomic
ancestry map by purely statistical analysis of data without access to the individual samples, or public repositories
of patient haplotypes sufficient, potentially in conjunction with further publicly released genomic datasets, to
demonstrate broader fidelity to coverage without use of the biobank [87. Alleviating private investment overhead
while raising the profile of facilities and attracting active leads accordingly encourages services and funding to
grow [27].
Accountability and Governance Accountability
Accountability comprises a central aspect of the legal and regulatory landscape surrounding biobanking and, more
broadly, the life sciences [167. Its utility derives from an established “accountability chain” that outlines
responsibility for oversight and assurance pertaining to the utilization of samples (audit rights), transparency
related to compliance failures and assurance of public accountability (sanction mechanisms), and remediation via
redress at varied governance levels [37]. At the level of public institutions, therefore, compensation protocols and
medical indemnity for participants involved in research should be defined in terms that all parties perceive as fair
[17. These considerations echo principles articulated in various international instruments.
Social Implications
Expectations about health care influence the trustworthiness of scientists and scientific institutions. When
researchers hypothesize that a specific genetic change may be responsible for an inherited condition, an
expectation is created that the work will lead to benefits such as therapy [15]. When such benefits are not
realized, trust is undermined [1387. An independent view of biobank analyses, outside any reasonable expectation
about public health implications, helps maintain the trustworthiness of scientists and institutions [37.
Encouraging commitments to return findings remains relevant as the expectation develops that interpretation of
results produced by genetic analyses of DNA sequence data will be addressed, especially in the absence of
beneficial materials [147].
Public Perception and Social Trust
Public perception and social trust are crucial factors influencing biobanks and genomic research. Ethical issues,
such as consent and liability, impact public confidence [97. Retrospective access to data and models, like charitable
trusts shape perceptions. Ensuring transparency and ethical governance is essential to maintain social trust in
biobanks 3. The potential cost-efficiency of linking electronic health record (EHR) systems with biobanks leads to
wider sharing of health information, increasing the proportion of the public represented [107]. The collection of
data and samples for future research strains current consent models, which focus on discrete research uses. As the
number of people included in biobanks and health systems rises, so do risks to personal autonomy and privacy.
Changes in policies and practices required for biobanks and large health information systems challenge
accountability, oversight, and public trust, which is vital for their ethical and practical functioning [107. Shifting
to EHR data raises ethical, legal, and societal issues related to security, privacy, anonymity, and benefit sharing.
Implementing dynamic and durable consent policies demands new mechanisms for informing patients and
maintaining active relationships through direct interaction or access points, which help build trust [137. Complex
initiatives linking EHRs to biobanks can generate public skepticism and doubt, increasing the need for trust.
Advances in genomics promise medical and societal benefits but also raise security, privacy, and ethical concerns.
Disclosing one’s genome can imply revealing relatives’ genomes, and traditional privacy methods may be
ineffective. DNA re-identification from public databases illustrates these privacy risks [147]. Privacy restrictions
can hinder genomic research, as large datasets are needed for studying diseases, but informed consent
requirements can limit data reuse. Maintaining public trust and addressing individuals’ concerns are essential for
continued participation in genome research [117.
Implications for Health Disparities
Biobanks offer tremendous promise for advancing the understanding of diseases and for developing tailored
preventive and therapeutic approaches [37]. However, they also have the potential to substantially widen existing
disparities in population health and health care access between marginalized communities and the general
population of a country [87]. Studies across Europe, North America, and Africa indicate that it is challenging for
researchers to recruit participants from low-income communities [17. Studies on the Tuskegee syphilis study and
Henrietta Lacks continue to be discussed in many public forums today, despite the passage of time, and suspicions
of racial discrimination and exploitation linger in some communities targeted for research activities. Therefore,
even after obtaining governance approval for a project, researchers may not be able to engage participants if they
believe that a biobank has an unfair share of all population specimens or that access to their data or biospecimens
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may not be guaranteed [47]. Furthermore, many public reports and events reveal the disappointing health
indicators of these communities. Establishing biobanks in these settings creates an opportunity to collect,
document, and make accessible specimens from residents contributing to the biobank [27. In summary, biobanking
may both reduce and exacerbate disparities when specimens are collected from marginalized communities.
Biobanking in these settings may also provide an opportunity to narrow disparities through additional targeted
interventions [77]. At the same time, biobanking offers opportunities to address health disparities. The World
Health Organization recently estimated the extent of the global health gap. In Africa, there are currently more
than 300 genome-wide association studies targeting more than 100 diseases, whereas there is only one such study
on the entire continent. The status of biobanks in these settings varies [87. Each field site presents advantages and
barriers for establishing a biobank. Solid scientific proposals and well-designed illustrative responses acceptable to
their specific governance structures can mitigate the risk of widening disparities [97].
Biobank Sustainability and Public Benefit
Sustainable models for biobanks cannot ignore the balance between public benefit and ethical considerations 3.
Charitable trusts are proposed as a viable model for genomic biobanks [117]. Meanwhile, ethical considerations
extend to retrospective data-access policies and related liability concerns. Ensuring public trust, effective
governance, and transparency are essential for the long-term sustainability, effective functioning, and public
benefit of biobanks [107.
Challenges and Risk Mitigation
Mutations in exome data significantly impact the interpretation of informed consent and good governance.
Research focus on biobanks appears to have shifted from governance models toward specific operational controls
[87], yet attention to emerging challenges and methods for addressing them is critically needed[ 187]. The biobank
studied currently prioritises participant retention over operational safeguards. Ongoing analysis of developments
and governance adjustments will continue to identify potential impediments and collaborative solutions [167].
Whole-exome sequencing and whole-genome sequencing encompass diverse research topics and forthcoming
technological advances [157. A study proposes that new platforms can be routinely deployed within 3—5 years 1.
High-throughput approaches enable simultaneous sequencing of deduplicated PCR amplicons from more than 500
exons within 86 hours after library preparation [127. Data retention, re-consent, and potential for continued
biobank participation are critical issues for both biobank and society [137].
Consent Validity over Time
Biobanks build dense, heterogeneous datasets for precision medicine. Longitudinal biobanking studies continually
expand their ever-increasing datasets and access new data types that may deviate considerably from the initial
dataset [117. Evolutionary aspects, such as collecting data on social media behaviours or digital footprints during
the COVID-19 pandemic, emit signals about social and technological change affecting Genetic Trust [107.
Ongoing gene-environment interaction studies, for example, modulate the cycle of genetic determinism and social
epigenetics within a biobanking project [97. Data-driven studies on outliers drawing conclusions beyond
statistical inferences (likely scientifically sound) generate tensions among Genetic Trust, biobanks, and society
[127]. The research agenda and scope remain stable; however, it is increasingly difficult to identify current
commonalities across downloads and data copies tracing back to the same digital embryo [107. Stakeholders in
International Cooperation Platforms on Biological Research often seek to understand the soundness of research
ethics. Conventionally, biobank studies accommodate evolution under the paradigm of dynamic consent, which
entails specific re-consent on data use [87]. Participants retain strict control of their data. Yet, puzzlingly,
longitudinal studies report well-established evolving participant preferences on data usage even in a dynamic-
consent setting 13. Assuming that observably strict evolving consent preferences exist, the corresponding
concerns focus on a residual expectation that research respecting both a) evolving participant—data associations
and b) the core global audience remains dynamically consented [77]. When a national-scale trust model decouples,
a trilateral coordination framework relating trust within the research—individual, research—society, and already-
dynamic-specified individual-society axes provides a potential reflection lens [47]. Evolving probabilistic switches
introduce an irreversible transition from the original state into the state sought by the researcher. Under
excessive-conditional still-life hence evolving-dynamic scenarios, respecting emerging new resolutions from data
presentations ensures that affiliations triggering the participant—data hypothesis still engage the same population.
Longitudinal continuity naturally links genotypes to research environments, allowing the data to remain broader
than at inception [67]. On the contrary, conclusions from newly added parameters bearing no link to the original-
design population detach the new state from the initial population [57]. Consequently, neither explaining the
scientific track nor performing partial yet plausible down-selection on the subject population is feasible. Attention
accordingly shifts towards new data being progressively absorbed while borderline conditions remain observed

[s].
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Data Security Threats and Incident Response
Despite the adoption of legislation and the creation of ethical guidelines, contemporary living biometrics data,
belonging to researchers and administrators, are produced by smart and secure devices, and remain exposed to
multiple-level and numerous distributed attacks such as toolkits, trojans, viruses, worms, spam, spyware, phishing,
adware, or denial of service attacks [147]. Consequently, physical vandalism, additional unsolicited installations,
altering different default settings, and destroying sensitive data backed up by living biometrics either through
Cloud Services or stored on an external device like Linear Tape-Open. These incidents can either be identified and
managed immediately or maintained until affirmative evidence is gathered [127]. The first protocol is called
Detection, the second is Containment, and the third is Notification. The remaining protocols include Assessment
and Neutralization, Recovery & Restoration, and Post-Incident Analysis [157]. Composers and researchers must
notice that numerous biometrics development devices may acquire copyrights and patents after a certain period of
time. Each device mould or design art may adopt a collective nature and partial imitation from previous models or
others [187]. Therefore is critical to collect and accumulate collective prior art, enhance, and share such collective
protected biometrics development knowledge [17]. Individual guarantees that each consecutive posterior
complement designer is also able to acquire communism spirit and construct further generations eliminations from
these designs [177].
Governance Gaps and Soft Law
The ethical, legal, and social implications of biobanking and the use of whole-exome sequencing (WES) remain
insufficiently addressed, opening the door to potentially vexing issues [47]. The European Commission identifies
biobanks as essential infrastructure supporting research and innovation on a range of targets [5]. At the same
time, “many fundamental questions” have yet to be addressed in the financing or governance of public biobanks.
Experience with public and private biobanks in Canada and the United States reveals significant governance gaps
within regulatory frameworks [87. The situation is acute in the United Kingdom, where the Wellcome Trust
opened a biobank in January 2018 with WES data, yet no detailed governance scheme. A common theme across
this literature is a concern for assembling appropriate governance structures or protocols [87. “Soft law” 8 —a set
of voluntary, non-binding norms guiding behaviour and seeking to influence governance decisions in the absence
of enforceable regulations has gained traction as a means for addressing such gaps, especially in dynamic and
rapidly developing health-technology fields like WES and biobanks [97. Existing governance frameworks at
international, national, and regional levels appear to include fewer soft-law mechanisms or public statements on
biobanks [27]. At the same time, new policy documents on governance and proposed good-practice models
specifically targeting biobanks have recently been issued [16]. Further, such initiatives are warranted, although
drafting these models requires balancing ambition and elaboration to maintain relevance and adaptability [37].
Methodological Innovations and Future Directions
Frequent changes in the research landscape may affect the validity of original consent provisions and the ability to
contact participants [187]. As scientific knowledge, technology, and the sociopolitical context evolve, biobanks
must constantly re-evaluate negotiated obligations [137]. Failure to do so risks neglecting unwritten agreements
made at the establishment of biobanks and undermines participants’ long-term trust and goodwill [107]. Dynamic
consent involves enabling participants to modify their consent to storage and use whenever they wish, thereby
potentially improving the validity of consent over time. Adaptive consent encompasses a subset of dynamic
consent alternatives that grant participants greater control over storage and usage conditions [17].
Federated Data Sharing and Privacy-Preserving Analyses
Federated architectures redistribute data according to general access criteria and, in certain paradigms, prohibit
data transfer per se [7]. Collaborative studies take place across multiple sites while upholding provenance and
confidentiality. These structures increasingly incorporate cryptographic techniques that allow interoperability and
joint analyses without transferring the data themselves [157. Such privacy-preserving scrutiny has been applied
effectively in bridge-group studies where privacy, secrecy, or law prevent the transfer of sensitive data from one or
several locations [147]. Cross-site access, storage, and collaboration on sensitive data remain the foremost privacy
challenges [187].
Dynamic Consent Models
Dynamic consent models offer a potential solution to the challenges that modern biomedical research poses to
informed consent [107]. Traditional, static consent frameworks do not permit individuals to modify or withdraw
previously granted permissions as new information becomes available, and individuals are forced to either accept a
blanket consent clause or get excluded from the research altogether [97. Under such conditions, it would not be
uncommon for participants to err in the active declarations of their preferences if no information is available on the
ongoing use of their samples [87]. Participants also struggle with the comprehensibility of one-shot consent
clauses [177]. Pilot studies suggest that video-assisted education can enhance understanding when coupled with
conventional additional information [127]. Furthermore, when asked for their perception of genome sequencing,
patients placed a great emphasis on transparent information. Ethical guidance documents confirm that privacy,

49



https://rijournals.com/biological-and-applied-science/
fairness, and individual rights must remain central to biobank initiatives [67]. Discussions tend to revolve around
striking a balance between the promotion of societal benefits through research and the effective consideration of
privacy and informed consent, with references to the potential inclusion of electronic health records or web-based
data sharing. Autonomy is widely acknowledged to be a fundamental right, and dynamic consent appears to
facilitate greater individual control over personal data [4].
Federated Data Sharing and Privacy-Preserving Analyses
The exponential growth of data has led to unrestricted transfers of individual-level data between different
institutions, even across country borders [157]. Such transfers pose potential risks to participants’ privacy, may
raise questions of informed consent, and generally undermine the spirit of anonymization [137. These rapid
developments have motivated researchers to start exploring alternative approaches to data governance and
processing, including federated approaches, which offer new opportunities to promote and facilitate data sharing
while ensuring that privacy concerns are adequately addressed [187. The emergence of federated data-sharing
architectures provides new opportunities for biobanks to share information with external research parties while
keeping the data within their institution. During execution of a distributed computation, such as a generalized
linear model (GLM) pooled across multiple sites, only aggregated model parameters are transmitted between
partner sites, thus preventing unauthorized access to the underlying datasets[167]. High-level security and
confidentiality requirements can be further supported through the application of advanced cryptography, such as
secret sharing, making it possible to perform pooled computations on data residing at multiple data holders yet
remain compliant even with the strictest privacy legislation, such as the European General Data Protection
Regulation (GDPR) [157.
Standards, Guidelines, and Harmonization
Following the emergence of various biobanking initiatives to collect high-throughput omics data, the European
Commission has funded numerous large-scale sequencing projects [137]. These efforts will generate considerable
expertise and novel sample-processing protocols that will enhance biobanking research. However, biobanks with a
long-term commitment to share samples and feedback on procedures face complex challenges for which solutions
remain elusive [127. The European Union (EU) flagship project, “Personalized Medicine,” is specifically
addressing biobanking from the perspective of data privacy, security, and access sharing using whole-genome
sequencing data [117. In many cases where biobanks catalogue blood and isolated DNA samples, institutions
detect a dramatic increase in requests for approval to collect and share already well-characterised “~-Omics” data
collected before, using pre-2012 protocols that did not anticipate today’s requirements [1, 27.
Case Studies and Comparative Analyses
Biobank initiatives often operate across countries with diverse ethical, legal, and social scrutiny regarding whole-
exome sequencing [37]. Such regulatory disparities afford guidance on the scope of consent, deliberative
governance, and social trust. Comparative analysis of these biobanks elucidates governance structures, public
engagement, stakeholder interaction, and trust-building practices, revealing ongoing challenges and how they
have been addressed [47].

Synthesis: Balancing Scientific Advancement with Ethical, Legal, and Social Responsibilities
Whole-exome sequencing (WES) enables rapid biobank collection of genomic data to improve preventative health
strategies, encourage the translation of primary findings, and stimulate wider engagement with genomic research,
particularly in underrepresented populations [147]. However, evidence underscores a growing divergence between
dominant deployment practices and ethical, legal, and social implications that demand rigorous, evidence-based
analysis [157]. Uncertainty regarding data governance can inhibit participation and threaten to deepen existing
inequalities. Accordingly, biobank and public selection of WES methodologies are crucial to promote compliance
with parameters established for responsible data acquisition and sharing [37]. Timely returns and the anticipated
value of data sharing further motivate selection; prospective participants are more willing to join studies when
data sharing is assured [16]. Diverse genomic initiatives, including phase IV post-marketing studies,
environmental health investigations, and longitudinal surveys, illustrate the benefits of early policy articulation
and variability in regulatory stringency [187. The pressure of external accountability and the incorporation of
transparency into governance architecture also enhance compliance [17]. Opening bids restricted to priority
populations with an incentivised return-of-results offer encourages continued participation from underrepresented
communities [27]. The anticipated benefits of data sharing and the expansion of relevant policy domains, notably
through soft law and community norms, can determine governance and advance initiatives even when limited by
absent or contested regulatory regimes [[18-237].

CONCLUSION
Whole-exome sequencing in biobank initiatives offers unprecedented opportunities to advance biomedical research
and improve population health. Nevertheless, it also presents significant ethical, legal, and social challenges,
including complexities in consent, data privacy, incidental findings, equity, and public trust. Effective governance
frameworks, adaptive consent models, and community engagement strategies are crucial to navigate these
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challenges while maximizing scientific and societal benefits. Legal and regulatory harmonization, alongside
emerging approaches such as federated data sharing and privacy-preserving analyses, can enhance responsible data
use. To sustain biobank initiatives, it is essential to balance innovation with ethical stewardship, ensure inclusivity,
and actively foster participant trust. Future efforts should focus on developing robust governance structures,
transparent policies, and collaborative practices that support equitable access, long-term sustainability, and public
confidence in genomic research.
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