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ABSTRACT

Homomorphic encryption (HE) is a revolutionary cryptographic technique that enables computations on
encrypted data without decryption. This paper provides a comprehensive overview of HE, its fundamental
concepts, types, and applications, especially in privacy-preserving computations. This paper discusses the
history, principles, and technical challenges of homomorphic encryption, alongside its practical
implications in fields like secure data sharing, privacy-preserving data analysis, and machine learning.
This paper also explores future research directions and potential advancements in homomorphic
encryption technology.
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INTRODUCTION
Homomorphic encryption (HE) is a transformative cryptographic technique that allows for computations
on encrypted data without needing to decrypt it first [1, 27. This capability is crucial for maintaining data
privacy and security, particularly in cloud computing and multi-party data analysis scenarios. The core
principle of homomorphic encryption is that operations performed on ciphertexts translate directly to
operations on the corresponding plaintexts upon decryption. This property enables secure data
processing and analysis while preserving confidentiality [3, 47]. Fully homomorphic encryption (FHE)
allows for both addition and multiplication operations on encrypted data, which means any computation
can, in theory, be performed on encrypted data. However, the high computational overhead and
complexity have limited its practical applications [5, 67]. There are different levels of homomorphic
encryption, including partially homomorphic encryption (PHE) and somewhat homomorphic encryption
(SHE), each supporting different sets and complexities of operations. PHE supports a single type of
operation (either addition or multiplication), while SHE supports a limited number of operations before
needing re-encryption. Homomorphic encryption is particularly beneficial in scenarios where data privacy
is paramount, such as medical data analysis, financial transactions, and secure outsourcing of
computations. By enabling secure computations on encrypted data, HE offers a powerful tool for
maintaining data privacy in an increasingly data-driven world [7-97.
Introduction to Homomorphic Encryption

The homomorphic encryption (HE) algorithm fulfills the recreation of the decryption operation from the
set of plug operations in terms of the corresponding read operations [10, 117. A cryptosystem is claimed
to be homomorphic if the ciphertext permits the execution of operations on it. Every operation over the
ciphertext gets reflected in the decrypted message at the time of decryption. A mathematical function f (.)
with x and y as input and output respectively is said to be commutative if f{x., y) = f{y, x). E.g., the
operations of x+ y are commutative while x- y are not, so the former is homomorphic and the latter is not
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when ciphertext needs to be x- y type functions. Homomorphic cryptosystems allow scientific
computations conducted in a cloud without decrypting the inputs [12-147. It provides a remedy for
addressing challenges faced in data sharing. The ability to perform computation on encrypted data is the
ultimate goal of this encryption scheme. Without compromising on the encryption data privacy
homomorphically constructed ciphertexts can be utilized in computation. This is particularly important in
the scientific application use case where private sensitive inputs can be computed without decryption. In
this way, new privacy objectives can be achieved. Homomorphic encryption, one of the tools of privacy-
preserving computation, enables one to perform mathematical operations over the encrypted message
[15-187. This means that one can pass their encrypted message to someone else and allow them to be a
part of some computation without the risk of the message being exposed. The concept of homomorphic
encryption was introduced by Rivest et al. in the year 1978. However, the breakthrough in the world of
homomorphic cryptography is to combine re-linearization and bootstrapping operations in both FHE and
TFHE [19-207.
Basic Concepts and Definitions

Fully Homomorphic encryption (FHE) has been the holy grail of cryptography, but the basic principle
can also be used for other levels of homomorphic encryption such as partially homomorphic. Two specific
circuits are generally considered for this kind of homomorphic encryption - those that only enable the
XOR operation and those that only enable the NAND operation. Gimli is a low-level cryptographic
permutation that is a competitor to AES and is being considered for some post-quantum cryptographic
systems. It is faster than AES (1.5 cycles per byte) and is a bit less secure and conservative than AES. The
S-box of this permutation is closer to being dent, and there are more attacks based on different types of
collisions. This applies to most lightweight cryptographic primitives and not just block ciphers, but here
we demonstrate it [21-237. Homomorphic encryption allows operations to be performed on encrypted
data in such a way that when decrypting the results of these operations, it matches the corresponding
output it would produce with no knowledge of the encryption key. Therefore, representatives of a
corporation, in correspondence with someone from another company, can execute operations on
encrypted data and decrypt results without either revealing the raw data each started with or
intermediate results to anyone else. They can keep the full computative process and results fully private
unless they choose to disclose them. Homomorphic encryption is a type of encryption that allows people
to compute encrypted data without extracting decrypted data. The result of the computation is still an
encrypted form of the answer. That is, the result does not need to be decrypted before it can be used for
further computation. The result of the computation is not of the same form as the original plaintext, but
rather an encryption E(m’), where m’ is some function of m [24-267.

Types of Homomorphic Encryption Schemes
A somewhat homomorphic encryption scheme supports multiple operations over encrypted data but with
bounded complexity. An example of SWHE is the ElGamal encryption scheme. It is known to be
additively homomorphic under the random or standard assumption. The Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) uses ElGamal’s properties also to encrypt data for a specific attribute. The
learning parity with noise (LPN) problem is computationally assumed hard, and ElGamal consists of a
DDH tuple (g, X = gx, Y = gy, Z = xy) and ciphertext (c1 = gr, ¢2 = M.yxmod p) for a message M. The
exponentiation of ElGamal’s cipher text also hides the encrypted messages, but re-encryption is
essentially considered for effective order, magnification, and complexity reduction. Fully Homomorphic
Encryptions (FHE), initially proposed by Rivest-Shamir-Wagner (RSW) in 2009, support addition and
multiplication directly [27-297. It may carry out computation over encrypted data without a clear-cut
interface to the plain-text domain. There are mainly two types of FHE schemes, the Ring-LWE-based
FHE scheme and the Learning with Errors (LWE)-based FHE scheme. Homomorphic encryption enables
the testing of encrypted data for the presence of a pattern without decrypting it, thus preserving privacy.
In this section, we describe the types of homomorphic encryption schemes. A partially homomorphic
encryption scheme supports only one operation over encrypted data, i.e. either addition or multiplication.
An example of partially HE is the Paillier encryption scheme. It supports additively homomorphic
operations on encrypted data. Let (pk, sk) be the public key and private key of some user, and E(pk, m1)
and E(pk, m2) are the encryptions of m1 and m2 respectively, the Paillier encryption algorithm E(pk: m)
returns the encryption of a message m. This encryption scheme is partially additive and not
multiplicatively homomorphic. Compounded operations can be executed in serial over the pallier-
encrypted cipher text. However, this technique usually fails to deliver the desired precision loss error [30,
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Applications of Homomorphic Encryption

It would be possible to design privacy-preserving protocols with various cryptographic techniques
(pseudorandom function, garbled gates, symmetric key encryption-based techniques, untrusted
cryptography), considering the available privacy, performance, complexity, and flexibility (key parameters
for protocol design for medicine) and their operating assignments (when to apply the key protocols in the
lifecycle of genomic analysis) to achieve the best operational privacy, performance, and computational and
storage complexity in specific genomic analysis. Homomorphic encryption will be in line with current
targets for the largest-scale medical data processing, after that, graph-based encryption/decryption needs
to be considered for computational efficiency and integrated into multicomponent medicine-information
frameworks and functionalities. Furthermore, there are opportunities to develop advanced privacy-
enhancing technologies, including protocol chaining and multiencryption technologies, to further enhance
the operational privacy of genomic analysis. There will be chances for the integrated developments of
cryptographic protocols with other privacy-enhancing technologies, considering challenges in the medical
sectors. Homomorphic encryption (HE) allows computation on encrypted data without the need for
decryption [82-347. It could be considered ideal for secure third-party operations, with no need for the
revealing of the content of data. Fully homomorphic encryption schemes, which permit the evaluation of
even multivariate functions securely, are still computationally impractical because of high storage and
computational overhead [85, 86]. Restricted homomorphic encryption schemes, known as limited
computation schemes, for example, polynomial operations on encrypted data, are relatively mature for
real-world practical uses, including the operational genomic analysis case. There are instances where
plain-text operation is inevitable, yet PAE technologies are less useful. Therefore, other advanced
cryptographic protocols, which provide better privacy but still apply the parallel computing paradigm, are
needed [37, 887.

Privacy-Preserving Data Analysis
We then outline fundamental cryptographic techniques and systems to build privacy-preserving data
analysis systems based on secure multi-party computation (MPC). Later, observing that secure MPC can
achieve more than homomorphic operation on encrypted data, we highlight cryptographic techniques that
do not provide homomorphic computation [39, 407]. We then turn our focus to building practical privacy-
preserving data analysis systems using homomorphic encryption. We provide an overview of
homomorphic encryption implicit in the problem setters and bring out undisclosed techniques and
optimizations required before they lead to practical data analysis systems. We then cover cryptographic
(lattice-based) systems from which practical schemes are built. Modern enterprises frequently have to
compute confidential user data for functions like predictive modeling and personalization. However,
sharing such data with third parties for analysis might violate data use agreements [41, 427.
Cryptographic systems such as Homomorphic Encryption (HE) enable privacy-preserving data analysis
via secure multi-party computation and allow untrusted servers to use confidential user data for analysis.
Among its recent developments is practicality achieved through optimizations and performance
enhancements, driven by industrial adoption and open-source tooling [43, 447]. We start by introducing
cryptographic concepts relevant to privacy-preserving data analysis and then gather HE schemes
proposed in the literature before surveying recent developments on improving the practicality of HE-
based data analysis. We bring out HE's research challenges and open problems [4:57].

Secure Outsourcing of Computations
A powerful approach to protect the privacy of sensitive information while allowing useful computations to
be performed based on it is to use secure hardware devices such as HSM — Hardware Security Modules or
Secure Co-Processors. Such devices are used to run security-critical computations without exposing the
data involved. Data is sent encrypted to the device and returned encrypted. Homomorphic encryption can
be seen as a mechanism to implement a similar privacy protection. It is quite inefficient for intense
computation and pales in comparison to secure hardware devices in run-time efficiency. However, the
capabilities it puts in the hands of users compared to secure hardware are very interesting. Secure
hardware typically allows for only very limited computation, while homomorphic encryption allows for
very computationally heavy computations [46, 477]. Historically, for the most part, encryption techniques
were mainly designed to provide confidentiality and privacy against unauthorized access [48, 497. As a
result, cryptographic primitives and protocols aimed to provide integrity, non-repudiation, and
authentication were designed. However, over the past twenty years, there has been a growing importance
of privacy protection in the context of data processing [507. People want to make use of the benefits of
others processing their data (virtual assistants, translation services, ...), but at the same time want to have
their privacy protected. Several cryptographic protocols employ homomorphic encryption to preserve
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privacy, and at the same time rely on the zero-knowledge property of the used cryptosystem to prove that
they have not cheated [517].
Homomorphic Encryption in Machine Learning
We are currently working to make these advanced privacy-preserving tools for machine learning
accessible also to those interested in Internet-of-Things settings, that is, in low computational resources
devices that interact with each other over LAN (see our GitHub Repo for a prototype on this). We believe
that this kind of technology represents a very promising way to preserve privacy in the months and years
to come, given the difficulty of changing laws fast enough to regulate today’s overwhelming data
collection devices and the resulting use of such data for user profiling in a climate of total opacity. Its
adoption by industrial partners will help establish trust, giving their attention to the ease of use and user
experience. Our international research activity’s ultimate goal is to make the privacy-friendly alternative
become the only viable, competitive option even for the data-hungry sectors today lagging in protection
and accountability, a goal that we believe is feasible on both regulatory and technical sides simultaneously
[562, 537. Successfully incorporating concepts like filtering and feature extraction into the machine-
learning code, it may be possible to avoid using expensive or unrealistic fully homomorphic encryption
techniques by downsampling, projecting, or otherwise abstracting data to allow the fully homomorphic
technique to be feasible or practical. An encrypted deep-learning prediction service was presented. The
trick reduces encryption time, and serial-inference time, and increases parallelism and batch size, making
practical prediction times and cost. An interactive framework was presented that explores the behavioral
differences between users to keep a diverse ensemble of classifiers in the cloud. The intention is not to
train an ensemble within the encrypted domain but to use a third party to perform the black box
computation upon receiving encrypted queries from users and then return the results in such a way that
the client can decrypt only the results successfully if and only if she too generated the encrypted query
[54, 557].
Homomorphic Encryption Techniques for Neural Networks
Here, we have a model with multiple linear (affine) transformations between the layers. HE supports
encrypted addition & encrypted multiplication, which makes it more challenging for non-linear
activations, such as Rectified Linear Unit (ReLU) or the Sigmoid function. We can use non-linear
activation functions like ReLU or Sigmoid with homomorphic encryption. The ReLU is a piecewise linear
function that becomes an identity for positive input. Because ReLU is a piecewise linear function, we can
also use it on the encrypted input in the encrypted domain. The HE library is used to get an encrypted
version of the image input in the DNN. The Tanh function is a non-linear activation function derived
from the Sigmoid function [56, 57]. The Sigmoid function is a non-linear function generally used in the
computation of the probability. The sigmoid function can also be calculated securely in the homomorphic
domain of an encrypted dataset if we consider the Taylor expansion of the sigmoid function around 0.
This concludes our homomorphic encryption of the DNN architecture in this domain. Significant work
has been done to apply homomorphic encryption to various machine learning models, such as linear
models & decision trees [58, 597. However, one of the significant challenges here is to enable DNN
inference using homomorphic encryption, due to its complex operation & size of model parameters. To
obtain privacy-preserving machine learning methods using homomorphic encryption (HE), weight
functionalities in a DNN are computed in HE- the encrypted domain. Due to the linearity of
homomorphic encryption, only a limited set of functions, such as multiplication, addition, rounding, &
comparison, can be computed exactly [60, 617. This restricts the function of interest in neural network
layers, i.e., fi, to be compatible with the homomorphic operation. One of the major difficulties in using
neural networks with HE is the multiplication of the weight & activation as well as the summation of the
results to generate output.
Deep Neural Networks (DNNs) have outperformed the top traditional machine learning methods in most
domains. The process of learning DNN’s requires a vast amount of data, making it necessary to train on a
large dataset to achieve optimum accuracy. Moreover, DNNs require a considerable amount of
computational power to function. Many industries are considering cloud-based services to meet the
computational demand. However, outsourcing the DNN model to the cloud comes with a significant risk
to data confidentiality, integrity, & model privacy protection [62, 637]. Homomorphic encryption is a
potential solution to protect the input images' privacy by purely cloud-based DNN model inference. On
the server side, it can maintain the confidentiality of the client input images & inference results [64].
Challenges and Limitations of Homomorphic Encryption
Noise management is another fundamental challenge in homomorphic encryption; it gets more intense
with each addition or multiplication performed on the ciphertext. As a result, the restoration or
refreshment level of the ciphertext decides how many arithmetic operations may be supported. Since the
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noise amount grows linearly. Moreover, a critical point for deployment is the choice of an FHE scheme
with symmetric keys; because the symmetric key is less expensive than the public key, further study is
required. Another significant obstacle to the practical operation of cryptographic protocols utilizing
homomorphic encryption is the legal context. Although several new regulations in recent years have
promoted research and development for utilitarian end-to-end encryption, homomorphic encryption has
yet to be specifically addressed [65-67]. Homomorphic encryption (HE) allows operations directly on
encrypted data, thereby, eliminating the need for decryption. It enables many applications such as secure
data sharing, privacy-preserving computing, blockchain, and cloud computing. However, its wide
acceptance has been thwarted due to various challenges and limitations. One chief concern is its
computational overhead and its low computational efficiency. Many overhead factors affect the
performance of homomorphic encryption, most significantly an increase in the size of ciphertext and the
computational time with each operation. The size of ciphertext can be lessened through various
approaches or schemes of homomorphic encryption [68-707.

Future Directions and Research Opportunities

The third potential research track may be related to further adaptions/ settings of homomorphic
encryption particularly from new lattice-based primitive. It is doable, to work on the summary presented
in [NKS] and try to apply a specific version of packed HE using something like bit-decomposition
primitives or SIMD techniques with recently presented forms of ring-variants of fully homomorphic
encryption. Some of the technical features of these schemes were also covered by [NKS] [71, 727. This
work is still in very preliminary stages, the attacks that can be used against current lattice-based
approaches can be very efficient, as presented in print [NW207. If better attacks were developed, one
option could be going in the direction of some new type of problems or using LWE with new parameter
settings. Tools that could be used in this direction could be presented for instance in work [vDM] for
LWE encryption with divisibility assumed to perform attack. Extensions of fundamentally motivated
properties from the classical problem should serve as a toolbox for future cryptography techniques for
integers. The other, step in a similar direction could be centering future work around the search version
of LPN or ring LWE problem. [73, 747]. Another important area of research could be dedicated to
reducing the size of the public parameter on which the security of encoding is based. A minimal public
parameter needed for encoding is Z=L £. The performance of FHE lattice-based scenarios is influenced
both by key size as well as by the size of (typically) public parameter Z. It is hard to find methods to

significantly decrease the public parameter Z. An obvious approach could be applying some form of

compression. Redistributions of encoding and lattices have been proposed in [Nak127] [75, 767]. One main
direction of research might be exploring the concept of selective security based upon attributes of data/
systems being protected by homomorphic encryption. The notion of selective security was first
formulated via the notion of inner-product encryption. Named attribute-based encryption (ABE), in a
selective secure multi-key setting, some entity is trusted for the setup of the system, and in the
challenger's interpretations there are multiple sets of keys and, if necessary, distinct plaintext spaces. In
the selective model for ABE, the adversary has access to the system at a static point in time and is unable
to learn identities that are created after this point [78, 797.
CONCLUSION
Homomorphic encryption represents a significant advancement in the field of cryptography, offering
unique capabilities for secure and private data computation. Despite its challenges, such as computational
overhead and noise management, the potential applications of HE are vast and impactful. From secure
data sharing and privacy-preserving data analysis to enhancing the security of machine learning models,
HE is poised to play a critical role in the future of data security and privacy. Future research should focus
on optimizing HE schemes for efficiency, reducing computational overhead, and exploring new
applications to fully harness its potential.
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